2015-03-04 UPS Ship Notification, Tracking Number
1Z06E18A6840121864

This is a phishing attempt first reported to CSULB ITS on March 4, 2015.

Email Detail

From: UPS [mailto:no-replay@upsi.com]
Sent: Wednesday, March 04, 2015 6:17 AM
Subject: UPS Ship Notification, Tracking Number 1Z06E18A6840121864

Summary

The email indicates that UPS has received a shipment on behalf of the recipient and includes a zip file attachment which reportedly contains more
information about the shipment.

Intent of the Email

The sender may be attempting to install dangerous malware on computers with the attached zip file.

Screenshot



-] Message | | ) Details.zip {12 KE}

From: UPS [mailto: no-replay@upsi.com]

To: Barbara Mcclinton

Sent: Wednesday, March 04, 2015 6:17 AM

Subject: UPS Ship Notification, Tracking Number 1Z06E18A6840121864

Discover more about

UPS:
Visit ups.com

raserved.

This message was sent to vou at the request of BARNES & MULLINS to notify vou
that the electronic shipment information below has been transmitted to UPS. The
phvsical package(s) mav or mav not have actually been tendered to UPS for shipment.
Additional information in the attachment.

Important Delivery Information

Scheduled Delivery: 04-march-2015

Shipment Detail

Number of Packages: 1
UPS Service: STANDARD
Weight: 5.0KGS

Tracking Number: 1Z06E18A6840121864
Invoice Number: 323093 STAN
Reference Number 2: DEL TO C'NEE ADD WITH SIG ONLY

© 2014 United Parcal Servica of America, Inc. UPS, the UPS brandmark, and the color brown ars tradesmarks of Unitsd Parcel Service of America, Inc. All rights

For more information on UPS's privacy practicas, rafar to the UPS Privacy Policy.
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Figure 1: Screenshot of the phishing email
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