
2015-03-04 UPS Ship Notification, Tracking Number
1Z06E18A6840121864
This is a phishing attempt first reported to CSULB ITS on   .March 4, 2015

Email Detail

From: UPS [mailto:no-replay@upsi.com]
 Wednesday, March 04, 2015 6:17 AMSent:

 UPS Ship Notification, Tracking Number 1Z06E18A6840121864Subject:

Summary

The email indicates that UPS has received a shipment on behalf of the recipient and includes a zip file attachment which reportedly contains more
information about the shipment.

Intent of the Email

The sender may be attempting to install dangerous malware on computers with the attached zip file.

Screenshot



Figure 1: Screenshot of the phishing email
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