2016-01-06 Your Email will Expire in Two Days

This is a phishing attempt first reported to CSULB ITS on January 8, 2016.

Email Detail

From: Lawrence Rodgers <lrodgers@jths.org>
Sent: Wednesday, January 06, 2016 3:05 AM
Subject: Your Email will Expire in Two Days

Summary
The user receives a short email to click on a link to re-validate their account. The link goes to a fraudulent site which appears to already be

blocked by web browsers or the web company that was hosting the page.

Intent of the Email

The sender is attempting to collect account information for their malicious purposes.

Screenshot

From: Lawrence Rodgers <lrodgers@jths.org>
Subject: Your Email will Expire in Two Days
Date: January 6, 2016 at 3:05:53 AM PST

To: undisclosed-recipients:;

IT Service Support. Click Here to validate Email to 2016 webmail now.

Thank you
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Figure 1: Screenshot of the phishing email

View all Phishing Reports:

All Phishing Reports


https://its-knowledge01.campus.ad.csulb.edu/x/2IB9
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