2016-10-20 CSULB OUTLOOK

This is a phishing attempt first reported to CSULB ITS on Oct 20, 2016.

From: Peter Anderson
Sent: Thursday, October 20, 2016 7:13 AM
Subject: CSULB OUTLOOK

Summary

The fraudulent email notifies recipients to open an attachment to increase their email storage limit. The attached document is considered to have
malicious intent and should not be opened. This phishing attempt was sent by a CSULB email account that has been compromised and is being

addressed.

Intent of the Email

The sender is likely attempting to install malicious code on computers for their own malicious purposes.

Screenshots

Message M= MAIL BOX UPDATE LIMIT.docx (11 KB)

From: Peter Anderson
Sent: Thursday, October 20, 2016 7:13 AM

Subject: CSULB OUTLOOK

Open attached to increase your CSULB OUTLOCK storage limit or you wont be able to send mail.

Figure 1. Screenshot of the phishing email
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