2018-04-24 Account Update

This is a phishing attempt first reported to CSULB ITS on April 24, 2018.

From: 00 EIS-Carmen Jose Segovia Bernabe <csegovia@cruzroja.es>
Sent: Friday, April 20, 2018 7:47 PM
Subject: Account Update

Summary
The fraudulent email claims that the recipient's account has been subject to some security modification and provides a link to secure the

account. The link goes to a page that is no longer available. The @CSULB email service does not provide this kind of notification.

Intent of the Email

The phisher/sender is attempting to capture email account credentials for their own malicious purposes.

Screenshots

From: 00 EIS-Carmen Jose Segovia Bernabe <csegovia@cruzroja.es>
Sent: Friday, April 20, 2018 7:47 AM
Subject: Account Update

Dear Account User,

Your Cutlook Web Zpp has recently been subjected to sscurity
modification dus to authentication failed by regular hack attempt
of an incorrect User name that was entered in your account.

Let make sure it's you! To keesp your account secure we need to re—
validate your account by clicking on "Secure My Account" to
verifying/changs your password information on the file below to
help= protect your account from unauthorized access.

ITE Help Desk
Information Technology Services

CONFIDENCIALIDAD. El contenido de esta comunicacion y el de toda la
documentacion anexa es confidencial v va dingido tnicamente al destinatario del mismo.
En el supuesto de que usted no fuera el destinatario, le solicitamos nos lo haga saber a la
direccion del remitente v que no comunique su contenido a terceros, procediendo a su
destruccion.

Figure 1: Screenshot of the phishing email
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® This is a public or shared computer
(O This is a private computer
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Connected to Microsoft Exchange
& 2010 Microsoft Corporation. All rights reserved.

Figure 2: Screenshot of the fake OWA login page
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