
2016-03-22 RE: IT Help Desk
This is a phishing attempt first reported to CSULB ITS on .March 22, 2016

From: Leah Weare [ ]mailto:leah.weare@tcrsb.ca   
 TuesSent: day, March 22, 2016 9:57 AM  

 Subject: RE: IT Help Desk

Summary

The email informs users that their password will expire in 2 hours and request to click on a link to change their password.  The link takes the user
to a phishing web page where the password can be entered.  The fraudulent web page has been reported to the host company's website owner
so they can remove the page.

Intent of the Email

The sender is attempting to capture personal and account information for their own malicious purposes.

Screenshot

Figure 1: Screenshot of the phishing email

Figure 2: Screenshot of the phishing form
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