2014-06-23: ITS HELP DESK

Email Detail

® From: Tim Plax <Tim.Plax@csulb.edu>
® Sent: June 23, 2014 at 5:50:09 AM PDT
® Subject: ITS HELP DESK

This email requests user to click on a link to enter their CSULB credentials. Access to his link has been blocked from campus computers. Note:
the from address on this phishing attempt is a legitimate CSULB email account.

Intent of the Email

To capture email account information.

Screenshot

From: Tim Plax <Tim Plax@csulb edu> et f e
Date: June 23, 2014 at 5:50-09 AM PDT
Subject: ITS HELP DESK

ATTENTION : MAIL VIOLATION NOTIFICATION,
This Account has been Compromise; User is advice to follow the admin assistance below for authentication of this account. Discarding this
notification; Your email Account will be blocked within 24 hours of getting this notification ,You will be denied access to your account.You are advised

to werify your email account CLICK ITS-SUPPORT Protecting your wabmail account is our primary concern.
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Figure 1: Shows the header and body content.

View all Phishing Reports:

Return to All Phishing Reports.


https://itkb.csulb.edu/display/PHSH/Known+Phishing+Reports
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