2014-09-17 RE: HELP DESK ALERT

This is a phishing attempt first reported to CSULB ITS on September 17, 2014.

Email Detail

From: Dorothy Bach [mailto:dbach@chaminade.edu]
Sent: Wednesday, September 17, 2014 5:57 AM
Subject: RE: HELP DESK ALERT

Summary
Email informs recipients that their mailbox is full and to click on a link to provide information to in order to reduce mailbox size. That website has

been suspended by the website provider.

Intent of the Email

The sender is intending to obtain personal account information for their own malicious purposes.

Screenshot

From: Dorothy Bach [mailto:dbach@chaminade.edu]
Sent: Wednesday, September 17, 2014 5:57 AM

To: Dorothy Bach

Subject: RE: HELP DESK ALERT

Dear Your Mailbox Account User Your mailbox is full.

465MB  soofil

Current size Maximum size
Your mailbox can no longer send messages. Please reduce your mailbox size. CLICK HERE to reduce your mailbox size

Figure 1: Screenshot of the phishing email
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