2018-07-24 Your document has been completed

This is a phishing attempt first reported to CSULB ITS on July 24, 2018.

From: Heidi Carrillo
Sent: Tuesday, July 24, 2018 11:41 AM
Subject: Your document has been completed

Summary

The fraudulent email comes from a CSULB account that is known to have been compromised. The recipient is instructed to click on the link
provided in the email to access a document that requires their e-signature.

Intent of the Email

The phisher/sender is attempting to capture account credentials for their own malicious purposes.

Screenshots



From: Heidi Carrillo
Sent: Tuesday, July 24, 2018 11:41 AM

Subject: Your document has been completed
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Heidi Carrillo

Services Coordinator, Institutional Research & Assessment
California State University, Long Beach

1250 Bellflower Blvd., Brotman Hall #133

Long Beach, CA 90840

P: 562-985-7800

E: heidi.carrillo@csulb.edu

Figure 1: Screenshot of the phishing email
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